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Next Generation Electronic Surveillance Law: 
Imagining the Future 

WILLIAM C. BANKS * 

INTRODUCTION 

Predictably, the Trump administration signaled its intentions early on 
to enhance national security measures taken during the Obama 
administration. Throughout the campaign and since his inauguration, the 
President and his senior national security team, including CIA Director 
Mike Pompeo, have promised enhanced surveillance to protect against 
terrorist attacks. Perhaps encouraged by the trend toward expanded 
surveillance powers given to the government in England and France in 
recent months, and amid ongoing threats of terrorist attacks at home, the 
Trump administration is going so far as to discuss reviving the government 
metadata collection program that was repealed less than two years ago. 
Meanwhile, the unresolved battles over encryption and forced access by 
government fester below the radar. 

The problems presented by encryption and compelled government 
access to communications are symptomatic of the larger dysfunctional 
state of surveillance law and policy in the United States. As the Trump 
administration begins to craft its policy priorities in the area of intelligence 
and surveillance, the campaign promises of strengthened surveillance and 
withdrawal from international agreements that do not benefit the United 
States will be put to early tests. Just as the FBI defused the tensions 
between government and the technology industry in the Apple case by 
obtaining access to the San Bernardino terrorist’s phone on its own, it is 
likely that the Trump administration will conclude that a policy of self-help 
and lawful hacking by the government is the least damaging path forward. 
Compelled access would significantly alienate industry and privacy 
advocates, while a hands-off approach by government would unacceptably 
risk intelligence gaps in important terrorism or other investigations. In this 
brief Essay, I will highlight two of the most glaring shortcomings in 
surveillance law and policy and then suggest some touch points for reform. 
Both problems addressed here present opportunities and pitfalls for the 
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Trump administration as it pursues its national security agenda.   
The core legal authorities governing foreign intelligence surveillance 

have long been based on knowing the location of the intelligence target and 
sometimes the location of the collection. Because of advances in 
technology, location is no longer a reliable predicate for choosing 
electronic surveillance targets. Eventually a fundamental restructuring of 
foreign intelligence law and policy will be required, as the weight of 
complexity and incoherence takes its toll. Yet a comprehensive 
restructuring of surveillance laws is also far easier to imagine than to 
execute. There are risks and minefields around every corner, and the stakes 
make risk taking fraught. Meanwhile, for decades we have taken industry 
cooperation for granted in carrying out electronic surveillance in a range of 
settings, and in the aftermath of the Snowden leaks and its fallout in 
Europe we can no longer reasonably count on provider support and 
cooperation unless intelligence reform takes industry interests into account.   

I. THE INCOHERENCE OF LOCATION 

Since 1978, the Foreign Intelligence Surveillance Act (FISA)1 has 
authorized the means for electronic collection of foreign intelligence. For 
the first two decades after enactment, FISA served the Intelligence 
Community well. The basic idea was simple. Government may conduct 
intrusive electronic surveillance of Americans or others lawfully in the 
United States without traditional probable cause to believe that they had 
committed a crime, if it could demonstrate to a special Article III court—
the Foreign Intelligence Surveillance Court (FISC)2—that it had a different 
kind of probable cause: a reason to believe that targets of surveillance are 
acting on behalf of foreign powers or international terrorist groups.3 FISA 
envisioned case-specific surveillance, not a bulk or generic surveillance 
operation, and its approval architecture was accordingly geared to specific, 
narrowly targeted applications.4   

Before the Internet, telephone conversations between two people 
traveled on a defined circuit consisting of copper wires. Surveillance could 
focus on a single call and determine the location of both parties. Long-
distance and international calls crossed through distinct switches, further 
enabling surveillance to know whether a call was international. By the late 
1990s, the Internet altered global telecommunications in ways that 
benefited and challenged intelligence agencies. With Internet 
communications, the distributed network for sending messages or talking 
                                                                                                                          

1 Foreign Intelligence Surveillance Act of 1978, Pub. L. No. 95-511, 92 Stat. 1783 (codified as 
amended at 50 U.S.C. §§ 1801–1885c (2012)). 

2 Id. § 1803. 
3 Id. § 1805(a)–(b). 
4 Id. § 1805(c)(1). 
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on the phone sends packets of data at high speed, routed anywhere in the 
world, even if the phone or email conversation is occurring in one city by 
users one mile apart. As a result, it became difficult to distinguish domestic 
and international communications. At the same time, it became much 
easier for intelligence agencies to gain access to foreign intelligence 
because so much Internet traffic passes through the United States.5  

The growth of Internet-based communications eventually undermined 
the basic FISA plan in two critical ways. First, the Internet broadened the 
scope of communications governed by FISA. It had long been the case that 
foreign-to-foreign communications and even foreign-to-domestic 
communications that originated outside the United States were collected 
for foreign intelligence purposes pursuant to simpler and more flexible 
standards in an executive order.6 Congress explicitly declined to regulate 
foreign collection. FISA and its more elaborate procedures were thus 
originally inapplicable to a wide swath of foreign intelligence collection. 
Yet over time, the pervasiveness of U.S. telecom switching technology 
meant that even foreign-to-foreign communications as well as foreign-to-
domestic messages were typically routed through the United States, 
making their collection subject to FISA procedures and requirements and, 
thus, more burdensome for the government.7 Second, the basic prerequisite 
                                                                                                                          

5 Mieke Eoyang, Beyond Privacy and Security: The Role of the Telecommunications Industry in 
Electronic Surveillance (Hoover Inst., Aegis Paper Ser. No. 1603, Apr. 6, 2016), 
http://www.hoover.org/sites/default/files/research/docs/eoyang_privacysecurity_final_v3_digital.pdf 
[https://perma.cc/5JFP-J2QB].  

6 See Exec. Order No. 12,333, 3 C.F.R. § 200 (1981) (outlining conduct for collection of 
information by agencies). 

7 See William C. Banks, Programmatic Surveillance and FISA: Of Needles in Haystacks, 88 TEX. 
L. REV. 1633, 1638–39 (2010). FISA defines “electronic surveillance” as: 

(1) the acquisition by an electronic . . . device of the contents of any wire or radio 
communication sent by or intended to be received by a particular, known United 
States person who is in the United States, if the contents are acquired by 
intentionally targeting that United States person, under circumstances in which a 
person has a reasonable expectation of privacy and a warrant would be required for 
law enforcement purposes;  

(2) the acquisition by an electronic . . . device of the contents of any wire 
communication to or from a person in the United States, without the consent of any 
party thereto, if such acquisition occurs in the United States . . . ;  

(3) the intentional acquisition by an electronic . . . device of the contents of any 
radio communication, under circumstances in which a person has a reasonable 
expectation of privacy and a warrant would be required for law enforcement 
purposes, and if both the sender and all intended recipients are located within the 
United States; or 

(4) the installation or use of an electronic . . . device in the United States for 
monitoring to acquire information, other than from a wire or radio communication, 
under circumstances in which a person has a reasonable expectation of privacy and a 
warrant would be required for law enforcement purposes.  
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for applying FISA regulation—knowing the physical location of the 
surveillance target—became problematic. The rapid and widespread 
growth of web-based email meant that it was often difficult to determine 
the location of one or both parties to a communication. Further 
complicating matters, even our domestic communications, like foreign-to-
foreign communications, traverse the globe instantaneously as packets of 
information. These packets—some comprising information about content 
and others including information about the IP addresses of the sender and 
recipient, for example—are routed for speed and efficiency, and may cross 
multiple international borders before they reach their destinations. Wholly 
domestic messages may thus be routed through international servers. As 
such, purporting to target an individual or group for electronic surveillance 
at their known location and known communications facilities in the United 
States became a less reliable means for collecting foreign intelligence. 

However, as the value of traditional location-based FISA surveillance 
of foreign intelligence targets decreased, it became possible to reach those 
targets in other ways. Throughout the period of rapid Internet growth, 
powerful computing, data mining, and analytic techniques enabled 
intelligence officials to search collected communications in bulk, and then 
select intelligence targets from enormous electronic databases. In other 
words, instead of the individualized FISA surveillance process—think of it 
as retail surveillance—officials could build a database of individual FISA 
applications. This became possible through the use of algorithms that 
search millions of collected communications for indications of suspicious 
activities and develop leads on particular individuals—wholesale 
surveillance followed by individualized surveillance target collection.  

The problem was that FISA did not authorize wholesale surveillance.  
Nonetheless, wholesale foreign intelligence surveillance was first 
implemented in secret and was hidden from Congress and the American 
people. Only days after 9/11, President George W. Bush ordered a program 
of wholesale electronic surveillance by the National Security Agency 
(NSA) that simply bypassed or ignored FISA procedures and requirements. 
The secret NSA program, code named Stellar Wind, collected email and 
telephone communications of persons inside the United States, where one 
end of the communication was outside the United States and where there 
were reasonable grounds to believe that a party to the international 
communication was affiliated with al-Qaeda or a related organization.8 No 
court was involved in approving or reviewing targeting criteria. The NSA 
selected the surveillance targets on its own. Although Stellar Wind was 
operating in violation of FISA (FISA states that its procedures provide the 
                                                                                                                          
50 U.S.C. § 1801(f)(1)–(4). 

8  LAURA K. DONOHUE, THE FUTURE OF FOREIGN INTELLIGENCE: PRIVACY AND SURVEILLANCE 
IN A DIGITAL AGE 18–19 (Geoffrey R. Stone ed., 2016). 
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exclusive means for conducting foreign intelligence surveillance inside the 
United States),9 the program continued even after the New York Times 
revealed its existence in December 200510 and until Congress enacted a 
version of it in temporary legislation in 2007,11 as codified in the 2008 
FISA Amendments Act (FAA).12 

Sometime before the end of 2017, Congress has to decide whether and 
on what basis to renew the FAA, a cornerstone authority for foreign 
intelligence surveillance that sunsets at the end of December 2017.13 The 
Trump administration will surely be supportive of renewal.14 The NSA 
estimates that approximately 25% of its intelligence on terrorist activities is 
derived, at least in part, from surveillance authorized by the FAA.15 
Although the bulk warrantless collection of communications content 
enabled by the FAA was viewed as scandalous overreach when the Bush 
administration’s then-secret program’s existence was revealed by the New 
York Times in December 2005,16 Congress extended the FAA in 201217 and 
is almost certain to renew it next year.  

However, the renewal of the FAA only temporarily delays the need to 
confront a foundational and structural flaw in FISA and foreign 
intelligence surveillance law in general. The legal authorities governing 
surveillance continue to vary and depend on the location of the intelligence 
target and the location of the intelligence collection,18 yet technological 
developments and user preferences make it virtually impossible in real 
time to verify the location or nationality of a surveillance target. In other 
words, FISA and the FAA are built upon false foundations.  

In the FAA, Congress obliquely and temporarily dealt with the relative 
                                                                                                                          

9  18 U.S.C. § 2511(2)(e)–(f). 
10  James Risen & Eric Lichtblau, Bush Lets U.S. Spy on Callers Without Courts, N.Y. TIMES 

(Dec. 16, 2005), http://www.nytimes.com/2005/12/16/politics/bush-lets-us-spy-on-callers-without-
courts.html?_r=0 [https://perma.cc/6HQZ-4QRA]. 

11  Protect America Act of 2007, Pub. L. No. 110-55, 121 Stat. 552 (codified at scattered sections 
of 50 U.S.C.).  

12  FISA Amendments Act of 2008, Pub. L. No. 110-261, 122 Stat 2436 (codified at 50 U.S.C. §§ 
1881–1881g (Supp. 2015)).  

13  See id. (including provisions for the statute’s repeal, effective Dec. 31, 2017).   
14 Dustin Volz & Steve Holland, White House Supports Renewal of Spy Law Without Reforms: 

Official, REUTERS (Mar. 1, 2017, 2:56 PM), http://www.reuters.com/article/us-usa-trump-fisa-
idUSKBN16855P [https://perma.cc/7WWU-NTJ4].  

15 PRIVACY & CIVIL LIBERTIES OVERSIGHT BD., REPORT ON THE SURVEILLANCE PROGRAM 
OPERATED PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT 108 
(2014) [hereinafter PCLOB 702 REPORT]. 

16 Risen & Lichtblau, supra note 10. 
17 FISA Amendments Act Reauthorization Act of 2012, Pub. L. No. 112-238, 126 Stat. 1631. 
18 See, e.g., 50 U.S.C. § 1881a(d) (2012) (“[T]argeting procedures [shall be] . . . reasonably 

designed to (A) ensure that any acquisition [of intelligence] . . . is limited to targeting persons 
reasonably believed to be located outside the United States; and (B) prevent the intentional acquisition 
of any communication as to which the sender and all intended recipients are known at the time of the 
acquisition to be located in the United States.”). 
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indeterminacy of location in communications by relaxing the geographic 
targeting requirements in the law and removing advance review by the 
FISC. The FAA subtitle of FISA enables the Attorney General and 
Director of National Intelligence (DNI) in Section 702 to authorize the 
“targeting” (collection of content of communications) of non-U.S. persons 
“reasonably believed to be located outside the United States to acquire 
foreign intelligence information.”19 The FAA does not require that the 
targets be suspected of terrorist activities or criminal law violations. The 
FISC does not review individualized surveillance applications, and it does 
not supervise implementation of the program.20 While the FAA does 
prohibit the government from “intentionally target[ing] any person known 
at the time of acquisition to be located in the United States,”21 the 
government may not reliably know a target’s location, nor often the 
target’s identity at the time of targeting. These uncertainties, combined 
with the fact that the targeted person may communicate with an innocent 
U.S. person, mean that the authorized collection may include the 
international or even domestic communications of U.S. citizens and lawful 
residents as a byproduct of foreign intelligence collection involving non-
U.S. persons.   

In our post-Snowden era, users ranging from everyday citizens to ISIS 
and ISIS-inspired terrorists are taking increasingly straightforward steps to 
avoid surveillance, including use of location-spoofing technology and 
other means of anonymizing communications. A 2014 international survey 
on Internet security and trust found that 60% of Internet users have heard 
of Edward Snowden, and 39% of those have responded to his releases by 
taking steps to protect their online privacy.22 Security technologist Bruce 
Schneier estimates that, worldwide, “706 million people have changed 
their behavior on the Internet because of [government surveillance].”23 
Whatever the actual impact of the Snowden revelations on concerns about 
online privacy, the combination of consumer demand, advances in 
technology, industry efforts to compete in a global market, and the 
increasing sophistication of terrorists and international criminal 
organizations add up to seminal challenges for the Intelligence Community 
in conducting electronic surveillance.  

Former head of the National Security Division at the Department of 
Justice David Kris opined that “to the extent that the true locations of users 

                                                                                                                          
19 Id. § 1881a(a).  
20 Id. § 1881a(c)(4). 
21 Id. § 1881a(b)(4).  
22 Bruce Schneier, Over 700 Million People Taking Steps to Avoid NSA Surveillance, LAWFARE 

(Dec. 15, 2014, 9:02 AM), https://www.lawfareblog.com/over-700-million-people-taking-steps-avoid-
nsa-surveillance [https://perma.cc/TA9J-XRFZ]. 

23 Id. (emphasis omitted). 
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cannot be determined consistently, reliably, and quickly, the FAA is . . . in 
deep trouble.” To be sure, NSA analysts implementing the Section 702 
program have engaged in the most scrupulous examination of the “totality 
of the circumstances” in making a foreignness determination before 
targeting someone reasonably believed to be a non-U.S. person outside the 
United States. The government officials can, however, be victimized by 
location-spoofing technology, such as virtual private networks (VPNs) and 
TOR, and then obstructed, or at least delayed, in applying the law before 
targeting.24 Providers offering VPN options allow their customers to 
connect to the Internet through an encrypted connection to the provider’s 
servers. As a result of VPN, the user’s apparent IP address corresponds to 
the VPN server, which may not necessarily be located in the same country 
as the user. Because NSA analysts rely on IP addresses as a primary means 
of determining the location of a potential intelligence target,25 location-
spoofing of one sort or another creates uncertainty and delay in 
implementing surveillance.  

ISIS reportedly trained its adherents on the use of encryption and likely 
on location-spoofing techniques.26 At the same time, ordinary Internet 
users may gravitate toward encryption as well as location-spoofing, 
particularly if they anticipate that government or others are eavesdropping 
on their communications.27 Beyond encryption and location-spoofing tools, 
the Internet today is growing increasingly fragmented internationally, with 
growing numbers of users, amounts of data, and numbers of websites 
proliferating on disparate networks and through more transmission 
facilities and cable connections between regions that could further take the 
United States out of the communications transiting business. Because the 
FAA obligates government analysts to conduct “due diligence and [review] 
the totality of the circumstances”28 in determining whether a surveillance 
target is reasonably believed to be located outside the United States, 
                                                                                                                          

24 David S. Kris, Trends and Predictions in Foreign Intelligence Surveillance: The FAA and 
Beyond, 8 J. NAT’L SEC. L. & POL’Y 377, 335 (2016). 

25 Id. at 413–14 n.123; PCLOB 702 REPORT, supra note 15, at 38, 41, 120, 132.  
26 Kris, supra note 24, at 414; see also Kim Zetter, Security Manual Reveals the OPSEC Advice 

ISIS Gives Recruits, WIRED (Nov. 19, 2015, 4:45 PM), https://www.wired.com/2015/11/isis-opsec-
encryption-manuals-reveal-terrorist-group-security-protocols/ [https://perma.cc/628H-SLM3] 
(discussing the use of encryption methods by ISIS in Iraq and the Levant). 

27 See Kris, supra note 24, at 416 n.128 (discussing the NSA’s requirement that conflicting 
information about the location of a person be resolved before targeting can occur); Cory Bennett, How 
to Stop NSA From Snooping on You, HILL (Nov. 28, 2014, 2:54 PM), 
http://thehill.com/policy/cybersecurity/225500-how-to-stop-the-government-from-snooping-on-your-
phone [https://perma.cc/9QG4-653Y] (listing steps that consumers can take to encrypt data associated 
with their phone usage); Heidi Hoopes, Apps to Easily Encrypt Your Text Messaging and Mobile Calls, 
NEW ATLAS (Sept. 27, 2014), http://www.gizmag.com/secure-text-messaging-phone-clients-
comparison-ios-and-android/34000/ [https://perma.cc/TP52-8JD2] (discussing growing awareness of 
government surveillance of personal communications and methods of protecting against it). 

28 PCLOB 702 REPORT, supra note 15, at 44.  
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conflicting data or indicators can create administrative problems and 
considerable delay in intelligence collection where time may be of the 
essence.29 As they consider renewal of the FAA in 2017, members of 
Congress may choose to continue to fudge the indeterminacy of location or 
nationality by continuing to build in “reasonable belief” or other such 
subjective criteria for targeting. It would be more credible to construct a 
distinct review process for surveillance where the location or nationality of 
the target is uncertain or unknown. A better approach would be to abandon 
location and nationality as bases for targeting.  

As early as 1972, the Supreme Court obliquely invited Congress to 
legislate a surveillance regime for domestic security, distinct from the 
longstanding standards used for investigating traditional crimes. Congress 
has not done so, perhaps in part because of the difficulties of grafting still 
another set of surveillance rules onto the existing FISA and law 
enforcement standards. Just as security threats and interests transcend 
borders, our individual freedoms are expressed globally. Neither liberty 
nor security are promoted by continuing to rely on an outmoded basis for 
authorizing electronic surveillance for foreign intelligence purposes.  

II. TAKING INDUSTRY INTERESTS INTO ACCOUNT  

The world of electronic surveillance involves a unique three-way 
relationship between private communications providers, individual or 
corporate customers, and government. Individuals obtain communications 
services through private providers. The providers act as gatekeepers to 
protect individual communications from government surveillance until the 
government follows a lawful process and appropriate criteria that enable 
the providers to handover customer data to government. Those 
relationships have changed fundamentally in recent years. The fallout from 
the Snowden leaks—including stories of the NSA breaking into services 
abroad and spying on foreign leaders30—coupled with the series of ISIS-
inspired terrorist attacks in Europe and the United States, have combined to 
make communication service providers less inclined than in the past to 
cooperate with surveillance requests. Customers are increasingly wary of 
privacy intrusions by government and others, so they look for services that 
assure encryption and/or other forms of anonymity. As European 
governments expand surveillance policies and laws after the recent series 
of terrorist attacks, U.S. requests for data stored in Europe have faced 
opposition on the Continent, just as U.S. providers refuse to provide data 
stored in the United States that is requested by European governments. The 
pressure for a new generation of international agreements is growing, even 

                                                                                                                          
29 Kris, supra note 24, at 415–16.  
30 Eoyang, supra note 5, at 9. 
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in the wake of a Privacy Shield agreement reached between the United 
States and European Union. 

The Privacy Shield agreement and European cooperation with the 
United States on surveillance is at risk because of the Trump 
administration’s likely repeal of PPD-28. The 2014 Directive by President 
Obama was one of several administration responses to the Snowden leaks 
and their harm to U.S.-Europe relations. Among other things, PPD-28 
promised privacy protections for all persons, not just U.S. persons.31 The 
Directive helped the U.S. heal wounds caused by the Snowden revelations 
and incentivized negotiations leading to the Privacy Shield agreement. Its 
repeal makes invalidation of the Privacy Shield by the European Court 
more likely and complicates other bilateral data-access agreements. Repeal 
would also impose new burdens on the U.S. providers that continue to 
struggle to attract and retain foreign customers. A fruitful compromise for 
President Trump would be to modify, rather than repeal, PPD-28 by 
making the promised privacy protections contingent on the European 
government providing reciprocal protections to U.S. citizens.32  

To the extent the allegations contained in the Snowden trove were true, 
they were damaging to the U.S. government and also to U.S. companies, 
who began to lose foreign customers. To the extent the allegations were 
false, the secrecy of the programs seriously compromised the ability of the 
government to rebut the charges. Worse still, the U.S. companies fumed 
that while they were cooperating to implement FAA Section 702 
collection, the government was taking additional data on their own, 
without their knowledge or authorization, through back door means.33  

As the communications providers have grown in importance to 
government and individuals, albeit for different reasons, the industry has 
become ever more protective of privacy. There are, of course, compelling 
business reasons for communications providers to worry about their 
customers’ privacy. But the companies also worry about hackers and other 
cyber intruders in furtherance of their competitive positions, protection of 
consumers, and security of the company’s private information.  

One overarching challenge is for reformers to more fully recognize the 
full range of interests that support electronic surveillance. Beyond 
continuing to refine what privacy means and what aspects of privacy are 
important to individuals today, surveillance reformers should take a closer 
look at what the industry cares about and the extent to which their more 
active participation in government surveillance may ameliorate the privacy 

                                                                                                                          
31 Adam Klein, Surveillance Policy in a Trump Administration, LAWFARE (Dec. 22, 2016, 11:00 

AM), https://www.lawfareblog.com/surveillance-policy-trump-administration 
[https://perma.cc/UGW3-RSGG].  

32 Id. 
33 Eoyang, supra note 5, at 10.  
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concerns of customers. Industry cares a great deal that the NSA accessed 
the internal networks of companies in secret after enactment of the FAA.34 
They also care that NSA bulk data collection drove customers away and 
prompted consumers and companies outside the United States to terminate 
their arrangements with U.S. providers. Finally, industry cares about the 
adequacy of U.S. protections for cross-border data flows. Secret access can 
and has been fixed by the NSA. Keeping a foreign customer base and 
maintaining the satisfaction of foreign governments will be much harder.  

New policies and laws cannot address some of the concerns about 
competition. However, one way to strengthen the competitiveness of U.S. 
providers may be to give them a greater role in the surveillance process.  
Notably, one of the controversial components of NSA surveillance 
conducted pursuant to Section 702 of the FAA—upstream collection—
accesses Internet data off of major backbone fiber optic cables. The NSA 
runs the collected data through two filters, removing any domestic 
communications and narrowing the take to the communications that 
contain an authorized selector. Although the government retains the 
filtered data and the remainder, government analysts do not look at the data 
until it has been filtered.  

Upstream collection remains controversial because government 
literally sweeps up everything before it filters, including domestic 
communications. Congress could amend the FAA to give the private 
companies responsibility for custody and filtering collected data, and 
compensate them for their work. This relatively simple reform would 
lessen privacy concerns while continuing to assure that the government 
could access the foreign intelligence information it wants. This reform 
would effectively end bulk upstream collection in favor of targeted 
collection. 

In a similar vein, Congress should amend the FAA in the next renewal 
to require that government obtain an order from the FISC before acquiring 
data on foreign customers, which are held or transmitted by a U.S. 
company. Technology company leaders were disturbed to learn that the 
government had been accessing their data and sometimes modifying their 
systems (introducing or modifying vulnerabilities) to acquire foreign 
intelligence without the companies’ knowledge, much less approval. While 
intelligence agencies have long targeted foreign persons abroad on the 
authority of Executive Order 12,333, this reform could codify a statutory 
procedure for letting industry know when their networks would be utilized 
for collection abroad. 

                                                                                                                          
34 Id. at 12. 
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CONCLUSION  

Perhaps the worst thing that the new Congress and Trump 
administration could do in the area of surveillance is to resurrect mass 
metadata collection. In 2016, then-Congressman and current CIA Director 
Mike Pompeo advocated repeal of the USA FREEDOM Act and enactment 
of “a law re-establishing collection of all metadata, and combining it with 
publicly available financial and lifestyle information into a comprehensive, 
searchable database.”35 Then-Senator and current Attorney General Jeffrey 
Sessions has also supported bulk metadata collection.36 Apart from the 
firestorm of political criticism such a proposal would generate across the 
ideological spectrum, the technology industry would be outraged to yet 
again lose control over its core currency: customer communications. When 
the USA FREEDOM Act inserted industry as the gatekeeper for metadata, 
the relationships between government, industry, and customers were 
healed to some extent. Whatever the counterterrorism benefits of creating a 
larger haystack for intelligence collection, taking control over metadata 
away from industry would risk offending a key constituency and enflaming 
the privacy communities on the left and right. 
  

                                                                                                                          
35 Mike Pompeo & David B. Rivkin Jr., Time for a Rigorous National Debate About Surveillance, 

WALL ST. J. (Jan. 3, 2016, 4:21 PM), https://www.wsj.com/articles/time-for-a-rigorous-national-
debate-about-surveillance-1451856106 [https://perma.cc/AH7Z-JL82]. 

36 Klein, supra note 31. 




